
mbient IoT, a transformative development in the 
Internet of Things (IoT) landscape, reshapes how 
we perceive connectivity by infusing intelligence 

into the mundane objects around us. This deep dive into its 
progression, from its inception to its current trends and 
future prospects, emphasizes the critical role of 3GPP, 
Open RAN, IEEE, and IETF in standardizing and 
propelling this technology.

The Dawn of Ambient IoT

Initial Phase of IoT: The initial phase of IoT was 
characterized by connecting high-value items like 
vehicles and appliances, which were predominantly 
large-scale and battery-dependent.

Shift to Ambient IoT: This evolved into Ambient IoT, 
focusing on infusing technology into common items, such 
as clothing and medical products. These small, 
battery-free devices, deriving power from radio waves, 
signify a transition from exclusive to universal IoT 
application.

Impact and Application in Various Sectors

Transforming Industries: Ambient IoT introduces 
unparalleled product visibility, stimulating innovation and 
challenging established market norms.

Addressing Societal Challenges: It offers solutions to 
critical global issues such as climate change and aging 
demographics through innovations in waste management 
and efficiency optimization.

Technological Evolution and Innovation

Self-Powered Devices: Ambient IoT utilizes minuscule 
devices capable of self-powering by harvesting radio 
wave energy, reducing costs and expanding IoT’s 
boundaries.

Consideration into the Enhanced Connectivity 
Protocols: Advancements in device communication 
capabilities, particularly through the integration of 
Bluetooth Low Energy and the development of new 
standards, have been predominantly spearheaded by 
organizations such as IEEE and Bluetooth SIG. However, 
the landscape of standardization extends beyond these 
frequently highlighted efforts in media coverage. 
Significant contributions from 3GPP, Open RAN, and 
IETF are also instrumental in shaping technology 
standards. Despite their pivotal roles, these organizations 
often receive less recognition. Acknowledging and 
appreciating the efforts of these groups is crucial for a 
holistic grasp of the industry's strides in technology 
standardization.

Standardization: The Cornerstone for Interoperability

3GPP's Strategy: in Release 19, building on the 
foundations laid in Release 18, is geared towards integrat-
ing devices with reduced complexity and power consump-
tion. This approach is exemplified in documents such as 
RP-232404, TR 22.840 and TR 38.848, highlighting the 
development of Ambient IoT within the Radio Access 
Network (RAN). The focus is on creating devices that 
meet diverse requirements for various use cases and 
environments, with a strong emphasis on low power 
consumption and energy efficiency. These devices are 

uniquely designed to consume minimal power, harness 
environmental energy, and adapt to extreme conditions. 
Additionally, 3GPP prioritizes simplified communication 
protocols and distinct IoT technology to offer cost-effec-
tive, low-complexity solutions that cater to specific 
market needs and further enhance energy efficiency. This 
comprehensive strategy effectively sets Ambient IoT apart 
from traditional IoT technologies.

Open RAN’s Centralization Approach: Under WG6 
and WG10, the Network Management Datastore Architec-
ture (NMDA) centralizes network data, enabling efficient 
energy management across IoT devices. It supports 
advanced techniques like look-aside acceleration of 
beamforming weight calculation for signal optimization in 
wireless IoT networks, enhancing energy savings. 
Moreover, NMDA facilitates deployment of energy-effi-
cient containerized applications and, through TS O-Cloud 
Notification API, monitors and manages energy consump-
tion, prompting energy-saving actions as needed. This 
model-driven approach, using YANG for data modeling, 
ensures broad IoT application compatibility.

IEEE's Focus on Ambient Power: IEEE's approach to 
Ambient IoT involves developing energy-efficient IoT 
devices through various specifications across its working 
groups. The IEEE 802.11 group, focusing on Ambient 
Power-enabled IoT (AMP IoT) in WLAN, harnesses 
energy from diverse sources. Additionally, IEEE 802.15 
TG7 emphasizes flexible QoS for different applications. 
In smart manufacturing and data center management, 
specifications like IEEE 802.11 11-22-1800 optimize 
energy usage. Furthermore, IEEE 802.24 offers a broad 
perspective on IoT devices, integrating energy-saving 
aspects. These combined efforts by IEEE, particularly 
through its 802.11 and 802.15 groups, and reflected in 
documents like 11-23-1740, are geared towards reducing 
reliance on traditional power sources and standardizing 
wireless protocols to support Ambient Power for IoT.

IETF's Networking Perspective: The IETF's approach 
to ambient IoT energy saving combines advancements in 
networking protocols and partnerships, focusing on 
optimized energy use and streamlined communication in 
constrained environments. Key initiatives include the 
Constrained Bootstrapping Remote Secure Key 
Infrastructure (BRSKI) protocol, which uses 
COSE-signed CBOR-encoded vouchers and secured 
CoAP-based EST to adapt to IoT's low-resource 
requirements. Low Power and Lossy Networks (LLNs) 
employ energy-saving strategies, such as the Routing 
Protocol for Low Power and Lossy Networks (RPL), to 
minimize control traffic and routing state. This protocol 
ensures efficient routing to a root node rather than the 
shortest paths, conserving energy. Additionally, IPv6 
Neighbor Discovery evolves into a Stateful Address 
Autoconfiguration (SFAAC) for Non-Broadcast Access 
(NBMA) networks, enhancing address resolution and 
autoconfiguration to meet IoT power-saving needs. 
Furthermore, IETF's collaboration with 3GPP, as seen in 
documents like the "IETF Energy Overview" and 
"Encoding 3GPP Slices for Interactive Media Services" by 
Jiang & Wang, highlights its commitment to integrating 
Ambient IoT within the emerging 5G infrastructure, 
focusing on network optimization and energy efficiency.

Ambient IoT’s Future: Expanding Reach and 
Overcoming Challenges

Growth Potential: Ambient IoT is poised for exponential 
growth, indicating a transformative impact across 
industries and consumer experiences.

Sector-Wide Adoption: It finds applications in diverse 
fields, from healthcare to agriculture, offering improved 
data analysis and monitoring.

Navigating Privacy and Security Concerns: Addressing 
challenges in privacy, security, and energy consumption is 
crucial for realizing its full potential.

A New Era of Connectivity

Ambient IoT stands at a pivotal point, promising a more 
interconnected, intelligent, and efficient world. Its journey 
highlights the significance of collaboration, innovation, 
and standardization. As the technology evolves, Ambient 
IoT is set to become a fundamental part of our environ-
ments, enhancing operational efficiency and life quality in 
various domains.
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Cross-checking high-tech standards, such as those 
underpinning the rapidly evolving field of Ambient IoT, is 
paramount for ensuring that technological advancements 
align with the current market needs and industry trends. 
Tools like Apex Standards, adept at analyzing contribu-
tions across diverse standardization bodies like 3GPP, 
Open RAN, IEEE, and IETF, play a critical role in this 
landscape. This process is indispensable for several 
reasons.

Firstly, cross-checking standards helps in identifying and 
minimizing blind spots and inconsistencies that may arise 
due to the isolated development of technologies within 
different standardizing bodies. For instance, Ambient IoT 
encompasses a wide range of technologies, from energy 
harvesting to advanced connectivity protocols. Without a 
unified view provided by cross-checking tools, crucial 
integration points might be overlooked, impeding the 
seamless functioning and adoption of Ambient IoT 
solutions in the market.

Secondly, for government policymakers, these tools offer 
insights that are essential for formulating informed, 
future-ready policies. By understanding the comprehen-
sive landscape of technology standards, policymakers can 
better anticipate industry shifts, draft supportive 
regulations, and foster an environment conducive to 
innovation.

For the private sector, particularly firms involved in 
research and development (R&D) and intellectual 
property (IP), cross-checking standards is crucial for 
strategic planning. It enables them to evaluate how their 
IP portfolio aligns with current and emerging standards, 
maximizing opportunities for licensing and innovation. 
This strategic alignment ensures that their R&D efforts 
and product features are attuned to market demands and 
emerging technological trends.

Moreover, cross-checking assists in strategic product 
development. By having a clear understanding of various 
high-tech standards, companies can better design 
products that not only meet current market needs but also 
anticipate future trends. This foresight is invaluable in 
maintaining a competitive edge in fast-evolving sectors 
like Ambient IoT.

The practice of cross-checking high-tech standards is vital 
in the complex landscape of modern technology. It 
ensures that innovations like Ambient IoT are developed 
in a coherent, market-responsive manner, benefiting 
governments, private sectors, and ultimately, the 
end-users. Tools like Apex Standards are indispensable in 
this process, fostering a culture of informed innovation 
and strategic foresight.
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